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TECHCOMINSURANCE

CONG TY CO PHAN BAO HIEM CONG HOA XA HQI CHU NGHIA VIET NAM
PHI NHAN THQ TECHCOM Déc lap - Tw do - Hanh phiic
Sé: 130/QD-TCGlIns Tp. Ha Néi, ngay 02 thang 12 nam 2024
QUYET PINH

V& viéc ban hanh Quy tic Bao hiém An ninh mang

TONG GIAM POC
CONG TY CO PHAN BAO HIEM PHI NHAN THQ TECHCOM
- Can cir Lugt Kinh doanh Béo hiém s6 08/2022/QH15 ngay 16/06/2022 v cdc ven ban
hwéng dan thi hanh;,
- Cén civ Gidy phép sé6 99/GP/KDBH cap ngay 02/10/2024 cua B6 Tai Chinh vé viée
thanh ldp va hoat dong cua Cong ty C6 phan Béo hiém Phi nhan tho Techcom,

- Can cir Nghi quyet 56 02/NO-PHDCD ngay 03/10/2024 ciia Dai hji dong co dong ve
viéc ban hanh Piéu 1é Céng ty Cé phan Bdo hiém Phi nhan tho Techcom (TCGlns);

- Can cur Quyet dinh s6 11/90D-HDQT ngay 04/1 0/2024 cia Chi tich Héi dong Quan
tri TCGlns vé viéc 1y quyén cho Tong gidm doc Cong ty,

- Xét dé nghi ciia Truong Ban Quan 1y nghiép vu va san pham.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay “Quy tic Bao hiém An ninh mang” va
phién ban tiéng Anh “Standard Personal Cyber Insurance Policy Wordings”.

Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky ban hanh.

Piéu 3. Céc Pho Tdng giam dbc, Ké toan trudng, Trudng/Phy trach cac Ban va Giam
déc cac Chi nhanh chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhdn:

- Nhu Diéu 3;

- CT HPQT ( dé b/céo);
- Luu: VT, QLNV,2
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e
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TECHCOMINSURANCE MO01.03a

CONG TY CO PHAN BAO HIEM  CONG HOA XA HOI CHU NGHIA VIET NAM

PHI NHAN THQ TECHCOM Péc lap-Ty do-Hanh phic

QUY TAC

BAO HIEM AN NINH MANG
(Ban hanh kém theo Quyet dinh s6 13 0/QD-TCGlns ngay 02 thang 12 nam 2024
cia Tong Gidm déc Cong ty Cé phan Béo hiém Phi nhdn tho Techcom)

PHAN 1: PHAM VI BAO HIEM

Trén co so phi bao hiém da dugc thanh toan theo quy dinh, Céng ty C6 phin Bio hiém
Phi nhin thg Techcom (Bdo hiém Phi nhin thg Techcom) dong y bdo hiém cho nhiing
quyén loi bao hiém dudi déy, tuan theo cac di€u kién, di€u khoan, loai trir va giéi han cua
Quy tdc bao hiém nay.

Trach nhiém tdi da cia Bao hiém Phi nhan tho Techcom ddi v6i mdi va moi vu tén that
trong sudt thdi han bao hiém s& khong vugt qué gidi han trach nhiém quy dinh trong Gidy
chirng nhan bao hiém.

Phan 1. Quyén lgi bio hiém
1.1. Gian lan chuyén tién dién tir
Bio hiém Phi nhin tho Techcom sé& bdi thuong cho cac ton thit tai chinh ciia Nguoi
dugc bao hiém phat sinh tryc ti€p tir mot rii ro an ninh mang ma Nguoi duge bao hiém
Phat hién lan dau tién trong sudt thoi han bao hiém.
Riii ro an ninh mang bao gom:

(a) Chuyén tién hodc tai san dién tir mot cach gian 1an tir tai khoan ca nhan cua

Nguoi dugc bao hiem tai Ngan hang bai:

(1) mot Bén thir ba; hodc

(ii) Ngén hang thyc hién dbi véi cac lién lac dién tir gia mao dwoc cho la da
dugc thuc hién bdi Nguoi duge bao hiém mac du khong phéi nhu vay.
(b) Ngudi dugc bao hiém hanh dong theo lién lac dién tir gia mao va chuyén tién
hoac tai san tir tai khoan ca nhan cua Nguoi dugc bao hiém tai mot Ngan hang téi
tai khoan cua mdt bén thir ba.
(c) Str dung trai phép hoiic chuyén tién gian 1an tir vi dién tir cia Nguoi dugc
bao hiém ma thong tin nay dang dugc luu trir tai mot Pon vi ban hang truc tuyen.
(d) Giao dich truc tuyén gia mao, trai phép thuc hién béi mot bén thir ba, duge
thanh todn vao Thé cua Nguoi duge bao hiém.
Véi diéu kién Ngan hang/ Pon vi ban hang trye tuyén khong bdi thuong cho céc
thiét hai tai chinh nay.
1.2. Gian 1an bén 1é tric tuyén
Bio hiém Phi nhan tho Techcom sé& boi thudng cho cac thiét hai tai chinh cua
Nguoi duge bao hiém phat sinh truc ti€p tir mot hanh vi gian 1an ban I¢é tryee tuyén

dan dén viéc khong giao hang ma Nguoi duge bao hiém phat hién 1an diu tién
trong sudt thoi han bao hiém.

Tru sé: Tang 33 Toa C5 D’Capitale, sé 119 Tran Duy Hung, phuwong Trung Hoa, qudn Cdu Gidy, TP Ha Ngi
GPKD: 99/GP/KDBH MST: 0110855978 TEL: 1900996696
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Hanh vi gian 14n ban Ié truc tuyén dugc hiéu 1a mdt giao dich va thanh toén truc
tuyén qua mot Pon vi ban hang tryc tuyén ma Nguoi duge bao hiém da bj lira dbi
va san pham Ngudi duoc bao hiém da thanh toan khong dugc giao hang bdi Pon vi
ban hang truc tuyen do.
V6i diéu kién Pon vi ban hang trwe tuyén khong bdi thuong hodc bdi hoan cho
viéc khéng giao hang.
Bio hiém Phi nhan tho Techcom s& khong bdi thuong trong truong hop:

(a) Pon vi ban hang trwc tuyén bi pha san; va/hoic

(b) Pon vi ban hang tryc tuyén 1a cac website/nén tang thuong mai chinh thic

cua san pham hodc nha san xuat.
1.3. Trom cip danh tinh

Bio hiém Phi nhan tho Techcom sé& bdi thuong cho Nguoi dugc bao hiém cac chi
phi lién quan dén trom cap danh tinh phat sinh tryc tiép tr mot hanh vi trgm cap
danh tinh ma Nguoi dugce bao hiém Phat hién 1an dau tién trong suot thoi han bao
hiém.
Hanh vi trém cip danh tinh 13 hanh vi st dung trai phép va/hodc bat hop phéap
thong tin ca nhéan cia Nguoi duge bao hiém béi bén thir ba ma khong co sy dong
y cua Nguoi duge bao hiém vé6i muc dich lay hang hoa, tién hodc dich vu.
Chi phi lién quan dén trém ciip danh tinh bao gém:

(a) Céc chi phi cén thiét va hop ly (bao gdm céc chi phi phap ly) ma Ngudi duge
bao hiém phai chi tra, vdi sw déng y trudc bang van ban cia Biao hiém Phi
nhan thgo Techcom:

(1) Dé sira chira hodc phuc hdi cac hd so cong khai chinh thtrc sau khi hanh
vi trOm cap danh tinh xay ra;

(ii)  Dé xac minh tinh chinh x4c hogc ddy du clia bdo cao tin dung tiéu dung;

(iii) Dé chuén bi va tham du bét ky cudc kiém toan hogc thim tra nao dugc
thuc hién bdi co quan nha nude c¢é tham quyén.

(iv)  Cho viéc bac bo hodc rat lai cac thu tuc tb tung dan sy hodc hinh su trén
co s¢ cac trach nhiém phép ly thudc vé thu pham ctia hanh vi trom cap
danh tinh chr khong phai Nguoi duge bao hiém; hoac

(v)  Cho viéc hiy ban an/quyét dinh dan sy hodc hinh su ap dung sai déi véi
Nguoi duge bao hiém.

(b) Mat thu nhap thuc té ma Ngudi dugc bao hiém déng 1& dwoc hudng, cho du 1a
mot phan hodc toan bd ngay cong, trong thoi glan Nguoi duge bao hiém phai

nghi lam, rdi khoi noi lam viée mét cach can thiét, hop 1y, véi myc dich duy
nhat 1a giai quyét cac van dé duoc dé cap trong muc (a) néu trén.

PHAN 2: PINH NGHIA
2. Cac Pinh nghia
Césc thuat ngir dugc in dam, du xuét hién & bat ¢t dau trong bao hiém nay ciing s& duoc
hi€u va dién gidi nhu dudi day:
2.1. Con: 12 b4t ky ngudi con hop phép ciia Ngudi duoc bao hiém ma:

Cong ty C6 phadn Bao hiém Phi nhan tho Techcom
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(a) Duéi 18 tudi va;
(b) Chua két hon.
2.2. Hanh vi tan cong mang: la
(a) Viéc xém' nhdp, stra ddi, x6a, lam hu hong, ma héa hoac chiém doat tai san dién

tir trén hé théng mdy tinh cua Ngudi dugc bao hiém, gy ra bdi ma doc hodc hanh
vi tan cong tir bén thr ba;

(b) Viéc vo hiéu hoa quyén truy cap va kiém so4t h¢ théng may tinh ctia Nguoi duge
bao hiém do ma doc hodc hanh vi tin cong tir bén thir ba;
(¢) Cryptojacking.
2.3. Cryptojacking: 12 viéc st dung trai phép hé thong may tinh cta Ngudi duge bao
hi€ém bai bén thr ba d€ khai thac tién ma dién tu.
2.4. Tai san dién ti: 1a phén mém, chuong trinh, dit liéu dién tr c4 nhéan, anh, nhac va
video k¥ thudt so luu trit trén hé thong may tinh ciia Nguoi dugc bao hiém.
2.5. Vi dién tir: 12 vi dién tir lién két v6i tai khoan clia ngudi ding tai mot Don vi ban
hang tryc tuyén va dugc sir dung dé thanh toan cho viéc mua hang hoa va dich vu trén
trang web cia Pon vi ban hang truc tuyén do.
2.6. Lién lac dién tir: 1a moi lién lac qua Internet hodc cac phuong thirc k§ thuat s6 khac.
2.7. Dit liéu dién tir: 12 thong tin duogc luu trir hodc truyén tai & dinh dang k¥ thuat so.
2.8. Ton that tai chinh: 12
(a) Viéc mét tién tir tai khoan c4 nhan clia Nguoi dugce bao hiém tai mot Ngan hang
hodc tir vi dién tir cia Ngudi duge bao hiém tai nha ban hang truc tuyén;
(b) Chi phi, tién phat hodc 1i suit phat sinh ma Nguoi duge bao hiém phai chi tra
cho Ngéan hang hodc nha ban hang truc tuyén;
(c) Cac khoan phi lién quan dén thé tin dung ma Ngudi duge bao hiém phai chiu,
bao gom cac khoan phat hodc 1ai suat phat sinh.
Tén thit tai chinh khong bao gbdm thué, mat quyén loi thué, hodc cac khoan tién phat
theo quy dinh cua phép luat.
2.9, Phat hién lan dau tién: 12 thoi diém dau tién Ngudi duge bao hiém phat hién ra hanh
vi trom ciap danh tinh, gian lan trén nén ting thwong mai dién tir, rdi ro an nirh
mang, hanh vi tan cong mang, khi¢u nai trach nhiém lién quan dén an ninh mang
trong thoi gian bao hiém, vdi di€u kién trong vong 60 ngay k€ tir ngay xay ra cac sy Kién
nay.
2.10. Gia dinh: la con, VQ/chE‘)ng va’hodc , cha me cua Ngudi dugce bao hiém.
2.11. Pon vi gidi quyét sy ¢6: 12 nhan vién ciia Bao hiém Phi nhén tho Techcom va/hogc
cac nha cung cap dich vu dugc Bao hiém Phi nhan tho Techcom chi dinh. Lién hé véi
cac ca nhan khac khong dugc coi 1a Thong bao yéu cau boi thuong theo Bao hiém nay.

2.12. Tén that: 1a
(a) Ton thdt tai chinh theo quy dinh tai Quyén loi bao hiém 1.1 va 1.2;
(b) Chi phi phuc hdi danh tinh theo quy dinh tai quyén lgi bao hiém 1.3;
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T6n thdt khong bao gdm thué, mét quyén lgi thué, hodc cac khoan tién phat theo quy dinh
cua phap luat.

2.13. Mi déc: 12 bit ky ma phin mém ddc hai nao duoc thiét ké dé xdm nhép, lam gian
doan, 1am hong hodc gy rdi hé théng may tinh, hodc vugt qua cac san pham hodc dich
vu bao mat mang, bao gém nhung khong gidi han & virus, sau, trojan, ransomware,
adware, spyware va ma cryptojacking.

2.14. Khéng giao hang: la vi¢éc Nguoi dugce bao hiém khong nhan dugc san pham da mua
tr Pon vi ban hang truc tuyén trong vong 30 ngay va Pon vi ban hang truc tuyén khong
hoan lai tién cho Ngudi duge bao hiém trong vong 60 ngay ké tir ngay hang hoa dang 1€
phai dugc giao theo thda thuan, trur truong hgp Don vi ban hang truc tuyén da thong bao
vé su chdm giao hang nay.

2.15. Pon vi ban hang truc tuyén’: 1a bén ban 1é thir ba da dang ky gidy phép kinh doanh
hop 1y theo phap ludt s& tai va chap nhan thanh todn hang hoa, dich vu thong qua cong
thanh toan truc tuyén dugc dam bao.

2.16. Thong tin c4 nhan: 1a thong tin hodc dir liéu lién quan dén danh tinh ca nhén cua
Nguoi duge bao hiém, da dugc xéac thuc hodc chung minh danh tinh hop phap cua Nguoi
duoc bao hi€ém.

2.17. Thé: 1a bt ky thé tin dung, thé ghi ng, thé tra trudc hodc thé mua sim nao dang ky
theo tén ciia Nguoi dugce bao hiém.

2.18. Hop dong bao hiém: bao gdbm Quy tic, Piéu khoan bao hiém nay, Gidy chimg nhan
bao hiém, Yéu ciu bao hiém, Bang ké khai thong tin rdi ro (néu ¢6), va cac Sira ddi bd
sung (néu cd).

2.19. Nguoi dwge bao hiém: 12 ngudi duoc néu tén cu thé trong Gidy ching nhéan bao
hiém.

2.20. Thoi han bao hiém: 12 khoang thoi gian bao hiém c¢6 hiéu luc va dugce quy dinh cu
thé trong Giay chirng nhan bao hiém.

2.21. San pham: 13 cac mit hang héa ban 1é hoan toan méi sir dung cho muc dich ¢4 nhan
hodc Dich vu dugc mua béi Ngudi duge bao hiém, véi didu kién tuan thu cac quy dinh
tai Phan 4: Céc loai trir riéng ap dung cho Quyén lgi bao hiém 1.2;

2.22. Dich vu: la cac dich vu k¥ tl}uat hodac tri tué bao gom cac dich vu dugc cung c{ip
qua Internet nhu céac loai vé bao gom nhung khong gidi han vé xem phim, v€ may bay,
dat phong khéch san, thué xe va cac dich vu tuong tu.

2.23. Bén thir ba: 1a bat ky c4 nhan hodic t6 chirc nao khong phai 1a Ngudi dugc bao him,
Gia dinh cua Nguoi dugce bao hiém hodc bat ky nguoi nao khac hanh dong doc lap ma
Nguoi dugce bao hiém khong bict, khong dong y, khong ho trg hodc khong tham gia.

2.24. Hé théng may tinh ciia Nguwoi dwgce bao hiém: 1a
(a) bat ky mang may tinh gia dinh, by dinh tuyen phan cing va tai san ky thuat )

dugc luu trit trong d6 va tat ca cac thiét bi dau vao va dau ra lién quan, thudc sé hitu
cua Nguoi dugc bao hiém, duoc sir dung chu yeu cho muc dich c& nhan va dugc dat

tai nha cia Nguoi dugce bao hiém; hoac

(b) bat ky dién thoai di dong, mdy tinh xach tay hodc mdy tinh bang thudc s¢ hitu
ctia Nguoi duge bao hiém va duge sir dung chu yéu cho muc dich c4 nhan.

Céng ty Cé phdn Bdo hiém Phi nhdn tho Techcom
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PHAN 3: CAC PIEU KHOAN LOAI TRU CHUNG
Quy tic don bao hiém nay khong bao hiém cho:

3.1 Dléu kién bAt thwomg/Tinh trang khan cép/l“ an cong mang dién rong
Bét ky tén that nao phat sinh tir hodc la hau qua cua bét ky diéu kién bat thuong hoic tinh
trang khén cap nao duoc tuyén bd béi chinh quyén dia phuong (bang van ban hodc hinh
thtrc khéc) hodc tan cong mang dién rong, trir khi Nguoi dugc bao hiém chung minh dugc
rang tén that d6 xay ra doc lap vai cac diéu kién bét thuong hodc tinh trang khéan cip hoic
tan cong mang di¢n rong nay.

Tén cong mang dién réng nghia 1a hanh vi phdi hop tn cong mang mot sd lugng 16n c4
nhén hodc doanh nghiép.

3.2. Thwong tit than thé

Bit ky ton that nao phat sinh tir hodc 1a hau qua cia thuong tét than thé, bénh tat, suy
nhuoc, sbc, tdn thuong tinh thin, hodc chén thwong tim 1y, bao gdm viée diéu tri, mat kha
nang phuc hdi, hodc tir vong do céc tinh trang nay gy ra.

3.3. Hoat dong kinh doanh

Bét ky tdn that nao phat sinh tir hodc 1a hau qua cua bat ky hoat dong hoat dong nao do
Nguoi dugc bao hiém thyc hién cho muc dich thuwong mai, kinh doanh hoac chuyén mon,
bao gom bat ky ton that lién quan dén tai khoéan tai mot Ngan hang dugc s dung cho muc
dich thwong mai, kinh doanh hodc chuyén mon.

3.4. Boi tin/Lira dao long tin

Bat ky ton that nao phat sinh tir hodc 1a hiu quéa cua mot hanh dong c6 chu dich xau bao
gém nhing y dinh lira dao dbi voi Nguoi duge bao hiém, chang han nhu cac du dinh, céac
khoan dau tu, cac hgp ddng, cac khoan vay khéng thuc té va cac y dinh tuong tu, nhim
dat dugc sy tin cdy hodc cam tinh cia Nguoi dugce bao hiém va sau d6 st dung tin nhiém
do dé lua dao.

3.5. Tién té

Bt ky tdn thét nao lién quan dén tién k¥ thuat sd, tién 4o hoic tién ma héa ma cac loai
tién d6 khong dugce phép ludt cong nhan.

3.6. Hanh dong khong trung thuc

Bét ky ton that phat sinh tir hodc 1a hau qua cia bat ky hanh dong khong trung thuc, hanh
dong mang tinh t6i pham, hanh ddng 4c y hodc hanh vi lira ddo ma Nguoi dugce bao hiém
tw nguyén tham gia hodc chi dao cac hanh dong do.

3.7. Tén thit gian tiép hoic ton thit hiu qua

BAt ky tdn thit gian tiép hodc ton thit mang tinh hau qua duéi bt ky hinh thtrc nao, trir
khi da dugc quy dinh rd trong don bao hiém.

3.8. Ldi co sé ha tang

Bt ky ton that phat sinh tir hodc 13 hau qua cua viéc mat dién hodc gian doan cac dich vu
dién hoic dich vu vién thong dugc van hanh bdi nha cung cap dich vu bén thur ba.

3.9. Thé bi mét hodc danh cap
Bét ky tdn that nao phat sinh tir hodc 1a hau qua cua viéc mAt hodc bi danh cép Thé.

Cong ty C6 phdn Bao hiém Phi nhan tho Techcom
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3.10. Rii ro hat nhan

(a) ton that hodc pha hity hodc thiét hai ddi véi bat ky tai san nao hodc bat ky ton
that hodc chi phi nao phat sinh la hdu qua cuda rudi ro hat nhan hodc bat ky ton that
héu qua nao; hodc
(b) trach nhiém phap 1y dudi bat ky hinh thirc nao, cho du 1a truc tiép hay gian tiép
gay ra bdi hodac dong gop bdi hodc phat sinh tir:
(1) birc xa ion hoa hodc 6 nhiém bdi phong xa tir bét' ky nhién li€u hat nhan nao
hodc tir bat ky chat thai hat nhan nao tir qua trinh dot chay nhién liéu hat nhan;
hoac

(i1) cac chét phong xa, chét doc hai, chét nd hodc chét nguy hiém khéc cia bét
ky t6 hop chit nd hat nhan hodc thanh phan hat nhan nao ctia chung.

3.11. Lira dao qua mang (Phishing)
Bét ky ton thit nao phat sinh tir lira ddo qua dién thoai hodc tin nhén thoai (voice phishing).
3.12. Cac van dé truée dé
Bit ky tdn that phat sinh tir hodc 1a hiu qua cua bat ky thuc té, hoan canh, hanh dong, mdi
dev doa hodc su kién ,néo Nguoi duge bao hiém da bi€t trude ngay bat dau thoi han bao
hi¢m ctia don bdo hiém.
3.13. Thiét hai tai sian
Bét ky ton that vat chit hoac thiét hai d6i véi tai san hitu hinh.
3.14. Khiing b
Bét ky ton thit nao phat sinh tir hodic 14 hau qua cua:
(a) bat ky hanh dong khing bd nao, bat ké cé diéu khoan nao tréi véi don bao hiém
hodc bat ky stra doi bo sung nao sau do; hodc
(b) bat ky hanh dong nao dugc thuc hién dé kiém so4t, ngin chin, dan dp hodc bat
ky cach nao lién quan dén bat ky hanh dong khiing bd nao;
(c) bit ky hanh dong thu dich boi mét td chire chinh trj hodc ¢6 dong co chinh tri;
(d) bat ky viéc sir dung may tinh, hé théng may tinh hodc phdn mém hodc bét ky hé
thong dién tir ndo trong co ché phong tén lira hodc vii khi.
3.15. Tiét 19 tw nguyén

Bat ky tdn that nao phat sinh tir hodc 12 hau qua ctia viéc Nguoi duge bao hiém tr nguyén
tiét 16 bat ky ma hodc thong tin bao mat cho ngudi khac ma nguoi nay sau do thuc hién
hodc thong ddng véi Nguoi duge bao hiém trong mot hanh vi trom cédp danh tinh, gian
lan mua hang truc tuyen s ¢b an ninh mang, rii ro an ninh mang, béi nho qua mang,
khiéu nai lién quan dén trach nhiém an ninh mang hodc khong giao hang.

3.16. Chién tranh, xAm lwgc va bao dong
Bat ky ton that phat sinh tir hodc 1a hau qua cua:

(a) chién tranh, xam lugc, hanh dong cua ké thu nudc ngoai, su thu dich hodc céac
hoat dong c6 lién quan dén chién tranh (du c6 tuyén chién hay khong), ndi chién;
hodc
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(b) bao dong dan sy c6 thé dan téi mot cude ndi day trén dién rong, binh bién, ndi
loan, cach mang, quan d6i chiém doat quyén luc, 1énh gi6i nghiém hodc tinh trang
bao vay hodc bat ky su kién hodc nguyén nhan nao quyét dinh viéc tuyén bd hoic
duy tri Iénh gi6i nghiém hodic nha nudc hodc bat ky hanh dong nao cta bt ky nguoi
ndo hanh dong thay mat hodc lién quan t&i bat ky to chitc nao c6 cac hoat dong
hudng téi 1at 6 chinh phit hodc chinh quyén bang vii luc hodc anh hudéng cua nd
b&i khing bd hodc bao luc.
3.17. Hao mon tw nhién

Bét ky ‘gén that phat sinh tir hodc 1a hau qua cua bat ky sw hao mon thong thuong, giam
hi¢u suat, suy giam hodc khau hao dan dan.

3.18. Khong thong bao su c¢6 cho Céng an

Bét ky ton thét phat sinh tir hodc 14 hau qua cua viéc khong thong bao hanh vi trdm cip
danh tinh, gian 1an mua hang tryc tuyén, sy co an ninh mang, rui ro an ninh mang, bdi nho
qua mang hodc khi€u nai trach nhiém lién quan dén an ninh mang cho Co quan Cong an
va/hodc Nguodi dugce bao hiém khong cd bao céo cia Co quan Cong an dia phuong.

3.19. Loai trir trach nhiém an ninh mang ciia doanh nghiép

Bét ky ton that nao lién quan dén trach nhiém an ninh mang cla doanh nghi€p hodc phat
sinh tir mdt cudc tan cong mang mang tinh thuong mai va bt ky ton that nao ma mot to
chirc phap nhan dudi bat ky hinh thirc nao 1a déi tvong ciia hanh vi tn cong mang. Cac
t6 chitc phap nhan & day bao gdm nhung khong gi6i han & cac to chirc phi chinh phu
(NGO) hoic bat ky tb chirc kinh doanh nao da dang ky hodc chua dang ky.

3.20. Loai trir bénh truyén nhiém

Bét ké bat ky diéu khoan nao quy dinh trong bao hiém nay, bao 2dm cac diéu khoan loai
trir, stra d6i bdi sung, Bao hlem nay sé& khong bdi thuong cho tét ca cac ton that, thiét hai,
Tén thit lién quan dén yéu t6 thoi gian, va cac chi phi lién quan dén hodc phat sinh truc
tiép hodc gian tiép tir cac bénh truyén nhidm va/hodc bénh lay nhiém.

Ton thﬁ} lién quan (jé'n yé,u t0 thoi gian 1a sy gian doan kinh doanh, gidn doan kinh
doanh bat ngd hodc bat ky ton that hau qua nao khac.

PHAN 4: CAC PIEU KHOAN LOAI TRU RIENG
Poi véi Quyén loi bio hiém 1.2, Pon bio hiém nay sé khéng bio hiém cho:
(a) dong vat;

(b) tién mat, vang, cong cu/gidy to cb gid c6 thé chuyén nhuong, cd phiéu hodc séc du
lich;

(¢) san phdm mua cho muc dich thuong mai, bao gom hang mua dé ban lai hodc cong
cu phuc vu nghé nghi€p hodc thwong mai;

(d) san pham gia hodc nhai;

(e) san pham duge sir dung hodc du kién sir dung cho muc dich thuong mai, ban 1¢,
cho thué tai san hoac kinh doanh khéc;

(f) san phidm Ngudi duge bao hiém da thué hodc cho thué;
(g) san phdm da qua sir dung, tai ché, tan trang hodc tai san xuit vao thoi diém mua;

(h) thét lac;
Cong ty C6 phdn Bao hiém Phi nhan tho Techcom
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(i) mét tich bi 4n;
(j) san pham bi chinh quyén dia phuong coi 1a bat hop phép;
(k) su bat can nghiém trong dudi bat ky hinh thirc nao.
PHAN 5: PIEU KHOAN CHUNG
5.1 Thong bao Ton thit

(a) Nguoi dugc bao hiém phai thong bao cho Bao hiém Phi nhan the Techcom
trong thoi gian sém nhét c6 thé va trong moi trudng hop tdi da khong qua 72 gid sau
khi phat hién c6 bat ky su kién hodc trudng hop nio c6 kha ning dan dén Tén that
duoc bao hiém theo don bao hiém nay trong thoi han bao hiém;

(b) Nguoi duge bao hiém phai cung cip cho Bio hiém Phi nhén tho Techcom tat
cé thong tin, su ho trg va hgp tdic ma Bao hiém Phi nhan thg Techcom yéu cau mot
cach hop ly va phai:
(i) thuc hién tit ca cac bién phéap hop ly dé giam thiéu hodc han ché tdn thét
theo don bao hi€ém nay;

(ii) hop tac day dt va tuan thu quy trinh ctia Bao hiém Phi nhén tho Techcom
dé giam thiéu ton thét c6 thé phat sinh theo don bao hiém;

(ii1) hop tac khi Bao hiém Phi nhén tho Techcom c6 yéu cau hd tro va cb
ging dé thu doi ton thét (lién quan dén yéu cau bdi thuong theo bao hiém nay)
tir bén thir ba ma bén tht ba d6 c6 thé phai chiu trach nhiém mét phan hoac
toan bo ton thit; va

(iv) khong 1am bt ctr diéu gi c6 thé anh hudng dén quyen thu doi bén thir ba
ctia Bao hiém Phi nhan tho Techcom lién quan dén t6n that.

(¢) Nguoi dugce bao hiém phai thong bao voi Ngan hang hodc Pon vi ban hang truc
tuyén de yéu cau boi hoan. Bao hiém Phi nhan the Techcom chi bao hiém cho so
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tién khong thé yéu cau hodc thu doi duge tir bat ky bén nao khac;

(d) Pdi v6i Quyén lgi bao hiém 1.1 va 1.2, Ngudi duge bao hiém phai thong bao véi
co quan cdng an ciing nhur t6 chirc phat hanh thé va/hodc Ngan hang noi Nguoi dugce
bao hiém c6 tai khoan c4 nhan hoic Pon vi ban hang truc tuyén noi Nguoi dugc bao
hiém c6 vi dién tir ngay khi c¢6 thé nhung khong muon hon 24 (hai muoi bén) gior ké
tir khi phéat hién ra gian 1an trén nén tang thuong mai dién tir hoac su cb mang.;

(e) Déi véi Quyéq loi bao hiém 1.3, Ngudi duoc béoqhiém phai thong bao vai co
quan cong an va to chirc phéat hanh thé ngay khi c6 thé nhung khong mudn hon 24
(hai muoi bon) gio ké tir khi phét hién ra hanh vi danh cap danh tinh;

(f) Pbi voi Quyén lgi bao hiém 1.5, Ngudi duge bao hiém phai thong béo véi co
quan cong an ngay khi c6 thé nhung khong mudn hon 24 (hai muoi bon) gio ké tir
khi phat hién ra sy ¢d boi nho trén mang. Ngudi dugc bao hiém ciing phai thuc hién
moi nd luc hop 1y dé xéc thuc cac nguy co de doa va thong bao cho co quan cong
an hoic cc co quan c6 thim quyén khac;

(g) Pbi véi Quyén lgi bao hiém 1.6, Nguoi duge bao hiém phai thong bao véi co
quan cong an ngay khi c6 thé nhung khong mudn hon 24 (hai muoi bon) gio ke tir
khi phat hién ra khi€u nai lién quan dén trdch nhiém an ninh mang;

5.2 Nghia vu cén trong

Cong ty C6 phdn Bao hiém Phi nhan tho Techcom
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Nguoi duge bao hiém c6 trach nhi€ém:

(a) dam bao rang hé thdng may tinh cia ‘Nguoi dugc bao h1em dugc stir dung va bao
tri theo khuyén nghi ctia nha san xut hodc nha cung cap:

(b) thuc hién cac bién phap hop ly dé bao vé hé thong may tinh, bao gom ca viéc
cai dat phan mém chong ma doc. Nguoi dugc bao hiém nén cap nhat phan mém
chéng ma doc thuong xuyén theo khuyén nghi ctia nha san xuét va thudng xuyén
sao luu tai san k¥ thuét so cia minh;

(¢) thuc hién cac bién phap hop 1y khi xit Iy va phé hily h¢ thong mdy tinh dé bao
v¢ tai san k¥ thuat s cua minh;

(d) thyc hién céc bién phap hop ly dé bao vé thong tin ca nhan, thé, va cac thong tin
chi tiét vé tai khoan tai cac t0 chirc tai chinh;

(e) thuc hién cac bién phap hop ly dé xac thuc va xéac minh danh tinh cta nguoi gui
mot lién lac dién tir cho Nguoi duoc bao hlem yéu cau chuyén tlen bao gom tu
cach phap ly cua nguoi gui yéu cau va nhan sé tién do, trude khi s tién do dugc

chuyén tir tai khoan ca nhan ciia Nguoi duge bao hiém tai Ngan hang t6i tai
khoan cia mot bén thir ba;

(D) thye hién tht cac cac bién phap can thiét va hop 1y dé yéu cau Pon vi ban hang
truc tuyen thay thé san pham hodc hoan lai so tién ma Nguoi duge bao hiém da
thanh toan; va

(g) thong bao bang vin ban cho Pon vi ban hang truc tuyen vé viée khong giao
hang hogc san pham bi hu hong ngoai y mudn va yéu cau thay thé san pham
hodc hoan tlen day du. Trong trudong hop yéu cau boi thuong dbi v6i khong giao
hang hoac tdn thit do tai nan dugc chi tra ma san pham ban dau lai duogc giao,
Nguoi duge bao hiém phai hoan tra bat ky s tién nao da bdi thuong cho Cong
ty bao hiém.

5.3. Piéu khoan tii tuc

V6i didu kién duge Bao hiém Phi nhan the Techcom chép thuin, Pon bao hiém nay ¢6
the dugc tai tuc vdi phi bado hiém dugc thanh toan theo mure ty 1€ phi bao hi€ém con hiéu
luc tai thoi diém tai tuc.

5.4. ChAm dirt hop ddng bio hiém

(a) Nguoi duge bao hiém <6 quyén yéu cu ché;n dirt thuc hién hop dong bao hiém
tai bat ky thoi diém nao bang cach thong bao bang van ban cho Cong ty bao hi€ém.
Trong truong hop cham dat hgp dong bao hiém, phi bao hiém s€ khong duge hoan
lai;
(b) Béo hiém Phi nhan thg Techcom co quycn yéu cau cham dirt thuc hién hop
dong bao hiém tai bat ky thoi diém nao bang cach thong bao bang van ban cho Nguoi
dugc bao hiém trudc it nhat 07 (bay) ngay dén dia chi cua Nguoi duge bao hiém
trén Yéu cau bao hiem hodc theo quy dinh cua phap luat, bao gdm cac truong hgp
Nguoi dugce bao hiém:
i) cung cip thong tin Yéu cu bao hiém khong chinh xac cho Cong ty bao hiém;
ii) khong tuan thu trach nhiém cung cap thong thin ctia Ngudi duge bao hiém:
iii) khong tuan thu cac diéu kién diéu khoan quy dinh trong Pon bao hiém nay,
Cong ty C6 phan Bao hiém Phi nhén tho Techcom
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bao gdm ca nghia vu thanh toan phi bao hiém;

iv) thue hién mot yéu cau boi thuong gian 14n theo don béo hiém nay hodc bat
ky don bao hiém nao khac trong thoi gian don bao hiém c6 hiéu luc;

v) khong thong bao cho Bao hlem Phi nhan tho Techcom vé mot hanh dong
hoic thiéu sét cu thé theo yéu cau trong don bao hiém; hoic

vi) khong thong bao cho Bio hiém Phi nhan tho Techcom biét vé bat ky thay
dbi nao co6 thé lam tang mirc do rui ro trong thoi han bao hiém.

Trong truong hop chdm dut hop ddng theo quy dinh tai cac diém b. i, ii, v va vi néu trén,
Bio hiém Phi nhan tho Techcom sé& hoan tra lai toan bd phi bao hiém tuong tmg véi
thoi gian con lai ciia Hop dong bao hiém ma Nguoi duge bao hiém da thanh toan.

5.5. Gian lan

Neu nguoi duge bao hiém dua ra bit ky yéu cau boi thuong gian 1an nao, lién quan den
s6 tién hodc bt ky diém nao khac, don bao hiém nay sé& bi vo hiéu va tAt ca cac yéu cdu
boi thuong dang duge xem xét s& bi huy bo.

5.6. Pham vi dia ly
Viét Nam
5.7. Thong bao uy thac va chuyén nhuong

Bio hiém Phi nhan the Techcom khong chip nhan hodc bi anh huéng boi bat ky thong
bao ty thac hodc chuyén nhugng hodc vin ban twvong duong lién quan dén don bao hiém
nay.

5.8. Bao hiém khac

Pon bao hiém nay s& duoc ap dung cho phan vuot qua cua cac don bao hiém khac cta
Nguoi duge bao hiém, bao gom phan git lai hodc muc khiu trix, trir khi don bao hiém
khac dugc cdp dudi dang bao hiém vugt qua s tién bao hiém theo don bao hiém nay.

5.9. CAm vén

Bio hiém Phi nhan tho Techcom s& khong duge coi 1a cung cAp bao hiém va s& khong
chiu trach nhiém thanh todn cho bat ky khiéu nai hodc cung cap bat ky quyen lgi nao theo
don bao hiém trong pham vi quy dinh cta bao hiém d6, néu viéc thanh toan do sé khién
Bio hiém Phi nhan the Techcom phai chiu bét ky ché tai, cAm van hodc han ché nao
theo cdc quy dinh cua Lién Hop Qudc hogc céc 1¢nh trung phat thuong mai hodc kinh te
luat phap hodc quy dinh cia Lién minh Chau Au, Hop chung quoc Hoa Ky, Vuong quoc
Anh va/hodc bat ky luat hodc quy dinh trimg phat kinh té hodc thuong mai nao khac.

5.10. Thé quyén

Trong trudng hgp c6 bat ky khoan thanh toan nao dugc Bio hiém Phi nhan tho Techcom
thue hién theo mot hodc nhiéu diéu khoan cia Hop dong bao hiém/ Gidy chimg nhén bao
hiém, Bao hiém Phi nhén tho Techcom s& dugc thé quyén thu doi cta Nguoi dugce bao
hiém dbi voi bt ky ca nhan hay té chirc nao. Ngudoi dugce bao hiém s& cung cap cho Bao
hiém Phi nhéan tho Techcom sy hd trg hop 1y nhung khong giéi han d6i véi, viec lap va
chuyen giao batky vin ban va/hodc tai liéu nay. Nguoi duge bao hiém sé& khong thuc hién
bét ky hanh dong nao co thé gay ton hai cho quyén thé quyén cua Cong ty bao hiém.

Cong ty C6 phdn Bao hiém Phi nhdn tho Techcom
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5.12. Luat ap dung

Don bao hiém nay dugc diéu chinh va giai thich theo quy dinh ctia phap luat nuéc Cong
hoa xa hoi chii nghia Viét Nam.

TONG GIAM POC
-

Cong ty Cé phdn Bao hiém Phi nhdn tho Techcom
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TECHCOMINSURANCE M01.03a
TECHCOM NONLIFE INSURANCE THE SOCIALIST REPUBLIC OF VIETNAM

JOINT STOCK COMPANY

Independence -- Freedom - Happiness

STANDARD PERSONAL CYBER INSURANCE
POLICY WORDINGS

(Promulgated with Decision No: AA0/OD-TCGIns dated 02" December 2024
of Techcom Nonlife Insurance Joint Stock Company’s Chief Executive Olfficer)

SECTION 1: INSURING AGREEMENT

In consideration of the premium paid, we agree to provide the insurance described under
Section 1 (Insuring Agreements) subject to the terms, conditions, exclusions and limitations
of this policy.

1.1

Electronic Fund Transfer Fraud

We shall reimburse you for your financial loss arising directly from a cyber event,

which you first discovered during the policy period.

Cyber event means:

(a)

(b)

(©)

(d)

the fraudulent electronic transfer of funds or property from your personal account
with a financial institution by:

(i)  a third party; or

(i) the financial institution acting in good faith upon a fraudulent incoming
electronic communication purporting to have been sent but which was not
sent by you;

you acting in good faith upon any fraudulent incoming electronic
communication request and transferring funds or property from your personal
account with a financial institution, to the account of a third party;

fraudulent unauthorized use of or electronic transfer of funds stored in your
personal digital wallet held with an online merchant; or

the fraudulent unauthorized online purchases by a third party that are charged
to your plastic card.

Provided that the bank/online merchant is not reimbursing you for your financial loss.

1.2  Online Retail Fraud

We shall reimburse you for your financial loss arising directly from an online
marketplace fraud and, consequently, non-delivery, which you first discovered

during the policy period.

Head office: 33" Floor, C5 D’Capitale Building, No. 119 Tran Duy Hung Road, Trung Hoa Ward, Cau Giay District,

Ha Noi City

Business license: 99/GP/KDBH Tax code: 0110855978 Hotline: 1900996696
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Online marketplace fraud means an online transaction and payment via an online
merchant in which you have been dishonestly induced into a transaction resulting in
products paid for by you never being dispatched by the online merchant;

Provided that the online merchant is not reimbursing or refunding you for the non-
delivery of the product.

We shall not reimburse you for your financial loss, where the online merchant:
a) becomes insolvent; and/or
b) are genuine websites/trading platform.

1.3 Identity Theft

We shall reimburse you for identity theft expenses arising directly from an identity
theft, which you first discovered during the policy period.

Identity theft means the unauthorized and/or illegal use of your personal
information by a third party without your consent for the purpose of obtaining
goods, money or services.

Identity theft expenses mean:

(a) Reasonable and necessary expenses (including legal costs) incurred by you, with
our prior written consent:

(i)  To correct or reinstate official public records after an identity theft has
occurred;

(i)  For challenging the accuracy or completeness of a consumer credit report;

(i) For the preparation and attendance at any audit or hearing conducted by a
governmental agency;

(iv)  For the dismissal or withdrawal of civil or criminal proceedings on the basis
that the alleged liability rests with the perpetrator of the identity theft and
not you; or

(v)  For the removal of criminal or civil judgements wrongly entered against
you.

(b) Actual loss of income that would have been earned, whether for partial or whole
day’s work, for time reasonable and necessarily taken off your work and away
from your work premises, solely to attend to the matters referred to (a) above.

TCGlns - Standard Personal Cyber Insurance Policy Wordings Page 2/12
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SECTION 2: GENERAL DEFINITIONS

The following terms wherever they appear in this policy in bold, shall have the meanings
specified below:

2.1 Children means any of your children who
(a) Are under 18 years old and;

(b) Are unmarried.

22 Cyber act means:

(@) The fraudulent or malicious input, modification, deletion, corruption,
encryption or extraction of your digital assets, residing on your computer
system, which is caused by the introduction of malware or hacking by a third
party;

(b) The fraudulent or malicious disablement of access and control of your
computer system, which is caused by the introduction of malware or hacking
by a third party; or

(c) Cryptojacking.

23 Cryptojacking means the unauthorized use of your computer system by a third
party for mining cryptocurrency.

24 Digital assets means software, programs, your personal electronic data, digital
photos, digital music and digital video stored on your computer systems.

2.5 Digital wallet is an e-wallet associated with a user’s account with an online
merchant and is intended for effecting payment for the purchase of goods and
services through the online merchant’s website.

2.6 Electronic communication means any communication via internet or any other
digital means.

2.7  Electronic data means information stored or transmitted in a digital format.

28 Financial loss means:

(a) loss of funds from your personal account with a financial institution or from
your digital wallet with an online merchant;

(b) any associated fees, penalties or interest incurred by you which have been levied
by the financial institution or online merchant;

(c) plastic card charges that you have incurred, including any penalties or interest
which have been levied by the financial institution

Financial Loss does not include any taxes, the loss of tax benefits, or fines and

penalties imposed by law.

29 First discovered means your earliest possible discovery of identity theft, online
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2.10

211

212

2.13

2.14

2.15

2.16

217

2.18

2.19
220
221

222

marketplace fraud, cyber event, cyber act, cyber liability claims during the policy
period subject to 60 days from the date of occurrence.

Immediate Family means the Insured’s children, spouse and/or Partner and or
parents.

Incident Responder means TCBI and/or other service providers nominated by Us.
Contact with an Incident Responder does not on its own constitute notice of claim
under this policy.

Loss means:
(a) Financial loss for the purpose of Insuring Agreement 1.1 and 1.2; or
(b) Identity theft expenses for the purpose of Insuring Agreement 1.3.

Loss does not include any taxes, the loss of tax benefits, or fines and penalties
imposed by law.

Malware means any malicious software code designed to infiltrate, disrupt, corrupt
or damage a computer system or circumvent any network security product or service,
including but not limited to viruses, worms, trojans, horses, ransomware, adware,
spyware and cryptojacking scripts.

Non-delivery means failure of complete delivery of a product you purchased during
the policy period from an online merchant within 30 days of the scheduled delivery,
unless so otherwise stated by the online merchant and the online merchant has
failed to refund you within 60 days of the initial scheduled delivery date.

Online merchant means a Third Party online retail business registered with a valid
business license according to the jurisdiction of the country which it is situated in
and which accepts payment for goods and services.

Personal information means information or data relating to your personal identity,
which publicly documents, authenticates or proves your genuine identity or good
standing.

Plastic card means any credit, debit, charge or store card that is registered to your
name.

Policy means this insurance document and the Schedule, including any
endorsements.

Policyholder refers to the named owner of this policy as shown in the Schedule.
Policy period means the period set forth in the Schedule.

Product means brand new retail items of personal use or services that you purchased,
subject to Section 4: Specific Exclusions, for the purposes of Insuring Agreement 1.2

Services mean the provision of a technical or intellectual service including services
provided via the Internet such as tickets of any description; including but not limited

TCGlns - Standard Personal Cyber Insurance Policy Wordings Page 4/12
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to cinema tickets, air tickets, hotel bookings, car rental and others of the same nature.

223 Third party means any natural person or entity other than you, your immediate
family or your relative acting on their own accord, without your knowledge,
consent, assistance or participation.

224 Your computer system means:

(a) any home computer network, router, hardware, digital assets therein and all
associated input and output device, which is owned by you and used mainly by
you for personal purposes, and which is located at your home; or

(b) mobile phones, laptops, notebook or tablets, which are owned by you and used
mainly by you for personal purposes.
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SECTION 3: EXCLUSIONS

This policy does not cover:

31

32

33

34

3.5

3.6

3.7

3.8

Abnormal Conditions/ State of Emergency / Mass Cyber-Attack

Any loss based upon, arising from or as consequence of any abnormal conditions or
state of emergency as declared by the local authorities (whether physical or
otherwise) or mass cyber-attack except to the extent that you shall prove that such
loss happened independently of such abnormal conditions or state of emergency as
declared by the local authorities or mass cyber-attack.

Mass Cyber-Attack means a mass coordinated cyber act to a large number of
individuals or businesses.

Bodily Injury

Any loss based upon, arising from or as a consequence of physical injury, sickness,
disease, disability, shock, mental anguish, or mental injury, including required care,
loss of services or death at any time resulting therefrom.

Business Activities

Any loss based upon, arising from or as a consequence of any activities carried out
by you for trade, business or professional purposes, including any loss connected to
an account with a financial institution that is used for trade, business or professional
purposes.

Confidence Scams

Any loss based upon, arising from or as consequence of a confidence trick involving
feigned intentions towards you, such as romantic intentions, investments, contracts,
loans and the like, gaining your confidence or affections, and then using that goodwill
to commit fraud.

Currency

Any loss involving digital currency of any kind, virtual currency of any kind or
cryptocurrency of any kind.

Dishonest Acts

Any loss based upon, arising from or as a consequence of any dishonest, criminal,
malicious or fraudulent acts if you willingly participated in or directed such acts.

Indirect or Consequential Loss

Any indirect or consequential loss of any nature, except as expressly provided for in
this policy.

Infrastructure Failure

Any loss based upon, arising from or as consequence of any outage in or disruption
of electrical power or telecommunications services operated by a third party service
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39

3.10

3.11

3.12

313

314

315

provider.

Lost or Stolen Plastic Cards

Any loss based upon, arising from or as consequence of lost or stolen plastic cards.
Nuclear Risks

(@) loss or destruction of or damage to any property whatsoever or any loss or
expense whatsoever resulting or arising therefrom or any consequential loss; or

(b) legal liability of whatsoever nature directly or indirectly caused by or
contributed to by or arising from:

(i) ionising radiations or contamination by radioactivity from any nuclear fuel
or from any nuclear waste from the combustion of nuclear fuel; or

(i) the radioactive, toxic, explosive or other hazardous properties of any
explosive nuclear assembly or nuclear component thereof .

Phishing
Any loss arising from voice phishing.
Prior Matters

Any loss based upon, arising from or as a consequence of any fact, circumstance, act,
threat or event which you were aware of prior to the inception date of this policy.

Property Damage

Any physical loss or damage to tangible property.
Terrorism

Any loss based upon, arising from or as a consequence of:

(a) any act of terrorism or cyber terrorism, notwithstanding any provision to the
contrary within this policy or any endorsement thereto; or

(b) any action taken in controlling, preventing, suppressing or in any way relating
to any act of terrorism;

(c) any hostile act by or against belligerent power or any person acting from a
political motive;

(d) the use of any computer, computer system or computer software programme or
any other electronic system in launch and/or guidance system and/or firing
mechanism of any weapon or missile.

Voluntary Disclosure

Any loss based upon, arising from or as a consequence of voluntary disclosure by
you of any code or other security information to someone who subsequently commits
or colludes with you in an identity theft, online marketplace fraud, cyber event,
cyber act, cyber bullying, cyber liability claims or non-delivery.
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3.16

3.17

318

3.19

3.20

War, Invasion and Civil Commotion
Any loss based upon, arising out of or a consequence of:

(@)  war, invasion, act of foreign enemy, hostilities or warlike operations (whether
war be declared or not), civil war; or

(b) civil commotion assuming the proportions of or amounting to a popular
uprising, military rising, mutiny, insurrection, rebellion, revolution, military or
usurped power, martial law or state of siege or any of the events or causes which
determine the proclamation or maintenance of martial law or state or any act of
any person acting on behalf of or in connection with any organization with
activities directed towards the overthrow by force of the government de jure or
de facto or to the influencing of it by terrorism or violence.

Wear and Tear

Any loss based upon, arising from or as a consequence of any ordinary wear and tear,
drop in performance, progressive or gradual deterioration.

Police Report

Any loss based upon, arising out of or a consequence of non-reporting of the identity
theft, online marketplace fraud, cyber event, cyber act, cyber bullying or cyber
liability claims to the police and/or you do not have a police reference number.

Corporate Cyber Liability Exclusion

Any losses related to corporate cyber liability or arising from a commercial cyber-
attack and any losses where a legal corporate entity of any sort is the subject of a
cyber-attack. Legal corporate entities here are in reference to but not limited to NGOs
or any registered or unregistered business entity.

Infectious / Communicable Disease Exclusion

Notwithstanding any provision of this Agreement including any exclusion, extension
or other provision included herein which would otherwise override a general
exclusion, all losses, damage, resultant time element losses, and costs in connection
with or arising directly or indirectly from infectious and/or communicable diseases is
excluded.

Time element loss means business interruption, contingent business interruption or
any other consequential losses

SECTION 4: SPECIFIC EXCLUSIONS

With respect to Insuring Agreements 1.2, this policy does not cover:

(a) animals;
(b) cash, bullion, negotiable instruments, shares, or travelers checks;

(c) products purchased for commercial use including items purchased for re-sale
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(f)
(2)

(h)
(i)
()
(k)

or tools of trade or profession;
counterfeit or fake products;

products used for, or intended to be used for, commercial, retail and/or property
rental, or other business purposes;

products that you have rented or leased;

products that were, at the time of purchase, used, rebuilt, refurbished, or
remanufactured;

misplacement;
mysterious disappearance;
products deemed to be illegal by local government authorities; or

gross negligence of any kind

SECTION 5: GENERAL CONDITIONS
5.1 Claims Notification

(a)

(b)

(c)

(d)

As soon as you become aware during the policy period of any fact or
circumstances that is reasonably likely to result in a loss covered under this
policy, you must notify us as soon as possible, but, in any event, you liaise with
our incident responder within 72 hours after it was first discovered.

You shall provide us with all information, assistance and cooperation which we
reasonably request and shall:

(i)  take all reasonable steps to mitigate or avoid a loss under this policy;

(i)  provide full co-operation and compliance with the incident responder’s
process in order to mitigate any loss under this policy.

(iii) co-operate with the incident responder’s attempts and assistance to
recover loss relating to a claim under Insuring Agreement from a financial
institution or online merchant (as applicable) that may be responsible for
all or part of the loss; and

(iv) do nothing that may prejudice our potential or actual rights of recovery
with respect to a loss.

Before claiming under this policy, please contact your financial institution or
online merchant beforehand to obtaining a refund. We will only pay the Sum
Insured that cannot be claimed or recovered from another source.

With respect to Insuring Agreement 1.1 and 1.2, you must report to the police
as well as the issuers of your plastic card (where applicable) and/or the
financial institution where your personal account is held (where applicable) or
the online merchant holding your digital wallet (where applicable) as soon as
practicable but no later than twenty four (24) hours after your discovery of an
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(e)

(f)

(8)

online marketplace fraud or cyber event.

With respect to Insuring Agreement 1.3, you must report to the police as well
as the issuers of the plastic card (where applicable) as soon as practicable, but
no later than twenty four (24) hours after your discovery of the identity theft.

With respect to Insuring Agreement 1.5, you must report to the police as soon
as practicable but no later than twenty four (24) hours after your discovery of a
cyber bullying incident. You must also make every reasonable effort to
establish the credibility of the threat and to notify the police or other local law
enforcement authorities.

With respect to Insuring Agreement 1.6, you must report to the police as soon
as practicable, but no later than twenty four (24) hours after your discovery of
the cyber liability claim.

You must:

(a)

(b)

(©)

(d)

(8)

|
|
|
52 Duty of Care

make sure that your computer system is used and maintained as recommended
by the manufacturer or supplier;

take reasonable measures to safeguard your computer system, including the
installation of anti-malware software. It is recommended that you update your
anti- malware software regularly in accordance with the manufacturer’s
recommendation and regularly back-up your digital assets;

take reasonable measures when disposing of and destroying your computer
system to protect your digital assets;

take reasonable measures to safeguard your personal information, plastic
cards and details of your accounts with financial institutions;

take reasonable measures to authenticate and verify the identity of the sender of
an electronic communication to you, requesting the transfer of funds including
the sender’s entitlement to request and receive such funds, prior to such funds
being transferred from your personal account with a financial institution to an
account of a third party.

take all necessary reasonable action against the online merchant to send
replacement product or ref und the purchase amount to you; and

have informed the online merchant in writing of the non-delivery or
accidental damage of the product and demanded replacement product or a
full refund; and the product have not been delivered. In the event that a claim
for non-delivery or accidental damage is paid to you, and the original product
eventually arrived, you should pay back any indemnity received to us.

53 Renewal
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This policy may be renewed, subject to our acceptance, with payment of the premium
in advance at our premium rate in force at time of renewals.

54 Cancellation

(a) By you, no refund for any cancellation of this policy.

(b) By us, we may cancel the policy at any time by giving the policyholder at least
seven (7) days prior notice in writing to the policyholder address on file, and in
accordance with the law, including where the policyholder has:

(i) made a misrepresentation to us before the policy was entered into;

(i) failed to comply with policyholder’s duty of disclosure;

(iii) failed to comply with a provision of policyholder’s policy including
failure to pay the premium;

(iv) made a fraudulent claim under the policy or any other policy during the
time the policy has been in effect;

(v) failed to notify us of a specific act or omission as required under the
policy; or

(vi) failed to tell us about any changes in the circumstances of the risk during
the policy period.

In the event of cancellation under b. i, ii, iv to vi , we will return promptly any

premium actually paid by the policyholder.

55 Fraud
[f you make any claim knowing the same to be false or fraudulent, as regards amount
or otherwise, this policy shall become void from the beginning and all claims
hereunder shall be forfeited.
5.6 Geographical Coverage
Vietnam
5.7 Notice of Trust or Assignment
We shall not accept or be affected by notice of any trust or assignment or the like
which relates to this policy.
58 Other Insurance
This policy shall apply in excess of any other valid and collectible insurance policy
available to the insured, including any retention or deductible portion thereof, unless
such other insurance is written only as specific excess insurance over the Sum Insured
under this policy.
59 Sanctions
We shall not be deemed to provide cover nor shall we be liable to pay any claim or
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provide any benefit under this policy to the extent that the provision of such cover,
payment of such claim would expose us to any sanction, prohibition or restriction
under United Nations resolutions or the trade or economic sanctions, laws or
regulations of European Union, United States of America, United Kingdom and/or
any other applicable national economic or trade sanction law or regulations.

5.10 Subrogation

In the event of any payment to you under this policy, we shall be subrogated to the
extent of such payment to all your rights of recovery, and you shall execute all papers
required and shall do everything necessary to secure and preserve such rights.

511 Governing Law

This policy will be governed by and interpreted in accordance with the laws of
Vietnam.

FOR AND ON BEHALF OF
TECHCOM NON-LIFE INSURANCE JSC

v
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